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Introduction. The organizational and techno-
logical level of modern industrial enterprises is 
largely determined by the creation and application 
of effective mechanisms for the formation and im-
plementation of strategic plans for the development 
and effectiveness of the operational management 
of all production, logistics and organizational pro-
cesses that aim to achieve high profi tability, devel-
opment and improvement of production. Therefore, 
the construction of the organizational structure of 
enterprise management is a complex multi-level 
problem [1–15]. Principles and methods of the con-
struction of organizational management structure 
are directly dependent on many factors. The most 
signifi cant of these are the specifi cs of the particu-
lar production process the set of technological pro-
cesses used, production volume, productive capaci-
ties used, tactical, technical and quality parameters 
of the products, the issues of standardization and 
certifi cation, the qualifi cation level of technical, ad-
ministrative and management personnel, the man-
agement system utilized, the regulatory and legal 
framework of the enterprise and the organization of 

internal and external documents. The task of build-
ing the organizational structure in an industrial en-
vironment is a high-priority task in relation to other 
problems of industrial process control. Formulation 
and solution of this problem at a high scientifi cand 
technical level is a prerequisite for the effective 
organization of production, the output of highly 
competitive products ,the growth of fi nancial and 
economic indicators, dynamic development and 
continuous improvement of production.

The relevance of the topic is determined by 
the need to optimize the organizational structure of 
the enterprise management as the problem of the 
«upperlevel» to be the priority decisions as a basic 
component of a successful and effi cient operationo-
fany industrial enterprise, regardless of the type of 
products and production capacity.

Formation mechanisms 
of the business game scenarios 

Let’s consider the mechanisms of the formation 
of scenarios that have software support in the work-
bench «SOTA». The general case of organizational 
and structural medium of multirole BSG is shown 
in Fig. 1, where

G – multirole business game (MBG);
Rj – roles in G; 1  ≤ j ≤ NR, where NR – number 

of roles in G;
gi – samples of G; 1 ≤ i ≤ Ng, где Ng – number 

of samples of G;
rijk – samples of roles in the samples of G; 

1 ≤ i ≤ NRj, where NRj – number of samples of the 
role Rj.

Fig.  1. General case of the organizational structure of the multipart BSG environment
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The structure of the individual single-sample 
BSG which has the possibility to create several inter-
connected samples of its single role is analogous to 
the individual BSG with the only sample of this role 
but supporting several interacting samples of the game 

[1, 2, 6, 8]. Broken lines indicate the class-sample rela-
tionships. Arrows indicate relationships of belonging. 
Various versions of the organization of the manage-
ment fl ow are possible when developing the body of 
BSG (Fig. 2). Octagons denote syncing fragments.

       a                              b                                                c                                                       d
Fig. 2. Options of the fl ow control

Performance of the BSG frame is defi ned by 
the following parameters (their values are set dur-
ing the developmental stage of the game): whether 
it is single or multipart; there is limitation in the 
choice of roles.

Schematically, the process of creating a new 
multirole BSG on the basis of the framework and 
using the developed tools can be represented by the 
diagram on Fig. 3. Typically, the BSG scenario then 
consists of the main part and auxiliary part.

Fig. 3. New BSG creation process

The auxiliary part represents a universal 
frame work that implements initialization and de-
initialization functions common to a large class 

of BSGs. These functions are preparatory for the 
formation of the organizational structure of the 
BSG in accordance with limitations introduced 
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at the developmental stage and are responsible for 
the dissolution of the BSG. The organizational and 
structural environment created during the BSG 
forms as a result of registration of participants of 
the game.

The BSG framework consists of the following 
four elements:

● Initialization part:
1) F1 – creation of the new BSG sample (new 

gaming group) or choosing the existing one (choos-
ing the group);

2) F2 – choosing a role from the list of roles pro-
vided in the BSG, creation of the sample (joining the 
group in the quality defi ned by the chosen role);

3) F3 – waiting for the selection of the other 
compulsory available roles (the number for each 
role has a predefi ned number of samples) by the 
remaining participants of the game. Any partici-
pant registered in the given sample of the game 
can initiate the game if the conditions below are 
satisfi ed:

a) There are BSG roles assuming an arbitrary 
number of samples;

b) All the compulsory roles with the prede-
fi ned number of samples are occupied in all the cur-
rent BSG samples.

If a new participant of the game started regis-
tering in at least one of the samples of the BSG and 
has not fi nished the registration yet, the initiation 
of the game can temporarily be blocked even if all 
the above-mentioned conditions are met. Once all 
the participants are registered the game can be initi-
ated by any of the participants. This fragment of the 
game is syncs the game. 

● De-initialization part:
1) F4 – completion of the role sample. If this was 

the last incomplete sample of the role among all the 

samples of roles connected to the given sample of 
BSG then the completion of this BSG sample takes 
place. This fragment of the game is non-visual. 

Formal approach to the automation 
of the business game development process
The proposed principles of BSG can partially 

automate the process of developing new games. 
This can be done through the usage of a quick 
scenario assembling designers, parameter adjust-
ment of the template frame of the BSG, storing of 
the most commonly executed fragment sand their 
re-use, the availability of means to integrate with 
mathematical packages – the latter can be used to 
realize particular aspects of a scenario. 

It is possible to estimate the qualifi cations of 
the personnel based on the results of the game on 
the basis of the proposed interactive gaming mod-
el. It allows the calculation of the time required to 
make decisions regarding the management of the 
production processes.

This work solves the distribution of the person-
nel and assignment of a particular task problem di-
rected at improving the time parameters of the tech-
nological process through variation of the number 
and time characteristics of human resources in the 
simulation model associated with each operation in 
the technological process.

Thus, the random elements aij of the matrix of 
responses A are indicative of the successful execu-
tion of the task at thejth level of BSG by the ith 
participant, that is 

   (1)

Probabilities of possible values of aij in the 
main logistical Rasch model are described by the 
success function

   (2)

where the level of readiness Θi of the i the partici-
pant and the complexity level δj of the task j are 
parameters which can be evaluated; i = 1, 2, ...n ; 
j = 1, 2, ...k.

The likelihood function L of a discrete random 
variable aij is a function of the arguments Θi, δj as 
the product of the probabilities (2) for all possible 
values of i and j:

   (3)

The values of latent parameters ,  at which 
the likelihood function (3) reaches the maximum 
(we are talking about the global maximum and 
not the local one here) are taken as the point es-
timate of the latent parameters. These estimates 

of  and  are called the highest likelihood 
estimates.

Since the functions L and ln L reach a maxi-
mum at the same values of their arguments, instead 
of looking for the maximum of L, one can look for 
the maximum of the log-likelihood function lnL

   (4)

where 
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   (5)

are initial scores of the participants and levels of 
BSG respectively.

It has been shown that the log-likelihood func-
tion depends on the primary scores bi and cj only, 

which are suffi cient statistics (5) of the initial ob-
servations (1).

Extremum of the functionis achieved only 
at the critical points, so we can look at the par-
tialderivatives of the function (8) for each 
of its arguments

   (6)

The system of equations (6) represents a sys-
tem of equations of likelihood. It is nonlinear and 
contains n + k equations with n + k unknown 
latent parameters Θi, ...,Θn, δ1,...,δk. 

This work demonstrates that the system (6) has 
only one solution which corresponds to the maxi-
mum of log-likelihood function.

Conclusion
In conclusion, the principles of the scenario 

construction and instruments of the BSG were de-
veloped. We proposed network models of the tech-
nological processes that form the basis of the de-
scription of the interactive simulation scenario and 
allow us to check the correctness of the scenario, 
to see the presence of dead-ends and blocks in its 
description. Also they allow us to identify possible 
options of the development of the simulated techno-
logical process at the early stages of the game. 

It was shown that it is possible to transform for-
mal description schemes of the technological pro-
cesses into a multipart BSG scenario automatically 
similar to the usage of the critical sections based 
on the blocking variables during the syncing of the 
fl ows of a single process.
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The directions in the fi eld of information se-
curity, as an adaptive network security were con-
sidered. This directions are composed of two major 
technologies – security analysis (security assess-
ment) and the detection of attacks (intrusion detec-
tion). And the subject of the paper will be the fi rst 
technology aforesaid. 

Introduction. The network consists of chan-
nels, nodes, servers, workstations, application and 
system software, databases, etc. All of these com-
ponents need to be evaluated for their protection ef-
fectiveness. Means tested network security analysis 
and look for «weak» place in it, analyze the results 
and based on them create various reports. In some 
systems, instead of «manual» intervention by the 
administrator, some vulnerability that found will be 
eliminated automatically (for example, in the Sys-
tem Scanner). Here are some of the problems iden-
tifi ed by the analysis of security systems:
 «hatches» in the programs (back door) and 

programs such as «Trojan horse»;
 weak passwords;
 susceptibility to penetration of unprotected 

systems;
 improperly confi gured fi rewalls, Web – serv-

ers and databases;
 etc.
Technology of security analysis is an effective 

method of implementing network security policies 
before implementing its attempt to breach the inside 
or outside of the organization.

The modalities of the work
There are two basic mechanisms by which the 

scanner checks for vulnerabilities – Scan (scan) and 
probing (probe) [1].

Scanning – the mechanism of passive analysis, 
in which the scanner is trying to determine the pres-
ence of vulnerabilities without actual confi rmation 
of its presence – on circumstantial evidence. This 
method is fast and simple to implement. In terms of 
ISS, this method is called «inference» (inference). 
According to Cisco this process identifi es open 
ports found on every network device and collects 
associated with ports headers (banner), found by 
scanning each port. Each received header is com-

pared with table rules of network devices, operating 
systems and potential vulnerabilities. On the basis 
of this comparison are made the conclusion about 
the presence or absence of vulnerabilities. 

Probing – active mechanism analysis, which 
ensures presence or absence vulnerability on the 
analyzed node. Probing performed by simulating 
the attack, using the validated vulnerability. This 
method is slower than the «scan», but almost always 
much more accurate. In terms of ISS, this method is 
called «confi rmation» (verifi cation). According to 
Cisco’s process uses information obtained during 
the scanning process («inference»), for a detailed 
analysis of each network device. This process also 
uses well-known methods of the attacks in order to 
fully confi rm the alleged vulnerability and discover 
other vulnerabilities that cannot be detected by pas-
sive methods, such as susceptibility to attacks such 
as «denial of service».

In practice, these mechanisms are implemented 
by several following methods.

«Checking the headlines» (banner check).
This mechanism is a series of tests such as 

«Scan» and allows you to make a conclusion about 
the vulnerability of relying on the information in the 
request header scanner. A typical example of such 
a test – analysis of program headers Sendmail or 
FTP-server that allows you to fi nd out their version 
and use that information to draw a conclusion about 
the presence of these vulnerabilities.

«Active probing test» (active probing check).
Also related to the mechanism of «scanning». 

However, they are not based on checking the soft-
ware version in the headlines and on the compari-
son of the «digital snapshot» (fi ngerprint) piece of 
software with a cast of well-known vulnerabili-
ties. Likewise as antiviral system, comparing the 
scanned fragments software virus signatures that 
are stored in a dedicated database. A variation of 
this method are the check sums or the date of scan-
ning software, which are implemented in scanners 
running on the operating system level.

«Imitation of attacks» (exploit check).
These checks include the mechanism of «prob-

ing» and is based on the exploitation of various de-
fects in the software.

Some vulnerabilities do not reveal themselves 
until you «push» them. For that purpose against 
a suspect or service node they run a real attack. 
Header checks carried out initial inspection of the 
network, and the method of «exploit check», reject-
ing the information in the headers to simulate a real 
attack, thereby more effectively (but less speedy) 
detecting vulnerability scanning nodes. Imitation 
of attacks is a more reliable method of analysis of 
security than the header checks, and usually more 
reliable than active probing test [2].

However, there are cases where the simulated 
attack cannot always be realized. Such cases can be 
divided into two categories: a situation in which the 
test results in a «denial of service» of the analyzed 


